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http://api.nuget.org/packages/taskscheduler.2.5.23.nupkg
http://api.nuget.org/packages/sharpziplib.0.86.0.nupkg

Tor

445


https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/70ec0e2b6f9ff88b54618a5f7fbd55b383cf62f8e7c3795c25e2f613bfddf45d

Updatelnstaller.exe
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EternalBlue SMBv1
EternalRomance SMBv1



[%] Building exploit buffer
[*] Sending all but last fragment of exploit packet

[*] Sending SMB Echo request
[#] Good replg from SMB Echo request

[+] Sending SMBU2 buffers

[+] Sending large SHBU] buffs
[+] Send1ng final SHMBu2 buFF:
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[*] Sending SHMB Echo request

2. (EternalRomance)

Windows XP  Windows Vista Windows 7 Windows 8 Windows 10
Windows 2000 Windows 2003 Windows 2008 Windows 2012

Windows XP(SPO~SP3 32 SP1~SP2 64 ) Windows Server 2003

SPO~SP2 32 SP1~SP2 64 Windows Vista( ) Windows SERVER 2008
Windows 7 Windows SERVER 2008R2
Windows

XP



EternalRomance DoublePulsar
DoublePulsar shellcode
(Eternalsynergy)
Windows 8 Windows 2012
Windows 8 64 Windows 2012 64
Windows 8 Windows 2012

64



mote SRU module [*] Attempting to find re
CONMECTION struct at: OxFFFFFA801A942920 [+] Reading from
bal data pointer: OxFFFFF$800GBOEGFAB [+] Found SRU glo

ety oo

L ,u iR e b
Eternalsynergy DoublePulsar
DoublePulsar shellcode
4. (EternalChampion)
Windows XP(SPO~SP3 32 SP1~SP2 64 )  Windows Server 2003
SPO~SP2 32 SP1~SP2 64 Windows Vista( ) Windows SERVER 2008
Windows 7 Windows SERVER 2008R2 Windows 8
EternalChampion DoublePulsar

shellcode



[*] Connecting to target
[+] Connection established

[*] Initializing SMB connection
[*] SMB session established
[*] SHB Setup complete

[*] Attempting information leak (sync)

Conn: 00OOOA0O81CAATSS

Sending shellcode to target

1. EternalRocks
NSA
EternalBlue TCP_NSA_EternalBlue_( )_SMB
[MS17-010]
TCP_NSA_EternalBlue_( )_SMB
_shellcode
TCP_NSA EternalBlue ( )_SMB
(win7/2008-x64)
TCP_NSA EternalBlue ( )_SMB
(win8.1/2012-x64)
EternalRomance TCP_NSA_EternalRomance_( )_SMB
[MS17-010]
EternalSynergy TCP_NSA _SMB shellcode
EternalChampion TCP_NSA _SMB shellcode
DoublePulsar TCP_NSA_Windows_SMB_DoublePulsar
2. MS17-010

https://technet.microsoft.com/zh-cn/library/security/MS17-010



