Office

Office (CVE-2017-11882

CVE-2018-0798  CVE-2018-0802) Office
CVE-2018-0798
http://venustech.com.cn/NewslInfo/4/49366.Html CVE-2017-
11882 http://venustech.com.cn/NewslInfo/4/48671.Html
CVE-2017-11882+CVE-
2018-0802
RTF CVE-2018-

0802


http://venustech.com.cn/NewsInfo/4/49366.Html
http://venustech.com.cn/NewsInfo/4/48671.Html

CFBF(Compound File
Binary Format) "\x0101elONative"

URL

CVE-2017-11882 CVE-2018-0802
CFBF Root Entry CLSID {0002CE02-0000-
0000-C000-000000000046%}

CLSID Microsoft Equation 3.0 3.0



7R

28 s_EquationNative
out IStream a2 IStorage
26~29 CFBF "Equation Native"
(v11 0) "\x010lelONative"
35
"Equation Native" 0x1C
"\x010le1l0Native" 4 CVE-2017-11882
OLE
38 "\x010lel0Native"
"Equation Native" OLE
0x001C( ) 0x00020000( )
40~43
"\x010le1l0Native" 4 ([vo+0])

v10



66
"Equation Native"

0x1C "\x010lel10Native" 4
| e B - o e e e == - ol
IR | W R s m W H‘ |
85 10 £2.79 dd ca c2? O3 ec f0 8e de 6d B¢ . B B Z B £ & =
Ta Ae %7 af £ N .. af Mo _-% Og TR R Ad S - T 9 LI &
| - || 1 ! T . L |
I = = '. "= 2 e — e — |
I ] | ;
_____ =) » ~
W |
=4)
5

MTEF header (version 2 and later):

The version 2 header consists of a 5-byte header:

byte description value

0 MTEF version 3

1 -geperatipg platform _0_for Marintosh, 1 for Wipdows

i .
H.? - ” rirnriur.f ion

subversion 0






https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0802
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0802

) Windows EQNEDT32.EXE

64 32 Office



4 VenusEye

10C
www[ . Jpensandwoodworking[ .Jcom
www[ . Jeuroasianbridge[.]com
www[ . JdIpestscontrol[.]Jcom
www[ . Jsalihatasarim[.]com



www[ . Jbloggingsays[.]com
www[ . Jrahafim[.]com

VenusEye
VenuskEye www . venuseye.vip




