P [ DoublePulsarlk Ne

Shadow Brokers NSA i T DoublePulsar W a D o
Av * DoublePulsar a A @
W e ) p # v L h ) o b
L a, \ N~ SMB ROPY ™7 A
e T i~ EternalBluedEternalRomance ~ D W W Srv.sys
T SrvTransaction2DispatchTable 14 T srv.sys T W @ A
A SrvTransaction2DispatchTable 14
SrvTransactionNotImplemented  ~ SMB SMB_COM_TRANSACTION2 N
wa [ P A DoublePulsar ~ Y b L
SMB_COM_TRANSACTION2 H ~ D bA
Ne

1. w L~ SrvTransaction2DispatchTable



3.DoublePulsar h YNsew

w oIl n
w w
Outputinstall - Wa shellcoders L »pt
RunShellcodew g
Ping DoublePulsar
RunDLL W  shellcode % DIl

RunShellcode




O3 [ {Fing )

1 -

= 'rrr-.:-"ﬁ.':\-t ST

AL
P
— oy T
e i T

R Ty T

(1)CheckFlag w
P Rw
T Timeout A

5eq800:86847194 sub_ 86847194

isegﬂﬂﬂ:ﬂﬁﬂh?19h

SeqOea:E6B4T196
Seqo00:86847198
5eqBR0:86847 198
seqdOB:B6BLTIPD

SeanMA:RARBZAAA _ . __.

sub_B6B47194 endp

timeouty

6 168.0.109

h T

~1% 076058y,

O ETRERY. = L I

-.-.*:- Fo e

- -Eom L m o

e e B PRI TS SUL

t 4w 9 0x23A

SMB 445 156 Trans2 Reques

192.168.0.101

LEEp — - — . S——
= | | S : o
b - SMB_COM_TRANSACTION2 !

flag 7 9 7%
proc near : CODE XREF: start+387p
®Or eax; eax
mou al, cl
shr ecx, 8
add al, cl
shr ecx, B
e - Add_ __al__gl. .

SEgﬂBB 8684?19?

L L TR

Ch suren e P e spurios




b D " b
D w
0x23 Ping”’
0x77 Y
0xc8 W shellcode




SESSION_SETUP Dataw %

shellcodeA

N n

a. shellcode D T A

e g r e —— ey g ey

seq000:85847 0B mou esi, [eax] ; shellcode size
seqBdB:868470B3 ®or esi, [ebp+ 1 ; key
seqABB:86847OBG mouy edi, [eax+8]

seqB0B:858470BD ®Oov edi, [ebp+ 1

seqBaB: 86847 BBC moy eax, [eax+4]

seadBB: 86847 BBF +20801 . __

e W3 1.0
b.Ne W p “ shellcode [ v shellcode’
o v shellcode” A
5eq@00:86847 6CE mou  eax, [ebp+2Ci]

o A }.lmuu.‘n.w.n. . mhaeed T nonLIarn .

P RBE-AHBETAbS - -

L pn 86857 A0S,
L naa-pags7enn -

g o

pines= fllocate bulkley

}. aaa-snsd?ac

l! NN ENR e ————————————————

HATHCES

; decrpyt data



shellcode” Qv IDT 0 ntoskrnl.exe Ty
T A B [PE "H N F T

c. G Rundllw D
IDT B 6 ntoskrnl.exe

0 P A
SeqDAR:REEFT IS nau
0B 6 RED DEL e
imm R i
s g TR e el Wiy, TR
mmﬂlﬂluﬁtjkEW"

[edi+Dhh], eax
el A= Cxafol

e WL R )
TG Libe_Shd

* Lot BESFOBR1: ¢ BOTE WREF: suh SSEFPILETIN| N
Do [edivuCh], eax =
hou eli%, gax o]

e, WEETNINN

e

R
FTm oz so_;.ﬁ‘Er-E_#,_m TEP ES

. EHEEAEEY, sy T LY ez

d. Z PID | - h 7 W Isass.exe”™ A
seq000:866F933B push esi

seqOOB:866F233C push ecx

seqOOB:866F 233D call dword ptr [edi+ 1 ; PsLookupProcessByProcessld
seqBBB:866F 2340 test eax, eax

seqBOB:-866F9P342 jnz loc_B866F93CE

seqOfB:-866F 2348 nov esi, [edi+ 1

seqBlOB:-866F9234B now ebx, [edi+ 1

ceqfff:B66FP351 mow eax, [esi+ebx]

seqOff:B66FP35Lh cmp eax, 2

seqOOB:866F 9357 j1 short loc_B866F93C6

segﬂﬂﬂ 866F9359 push esi

e.H APC [ h A

P Y TR e AL S L ad L

seqABA:B66F92CE sub edx, eax
=eBAA:B66FP2DE
= e BBB:B56FD2DE
—p ﬂﬂn‘:ﬂﬁ'ﬁFU?DE ...........

— TR

=enPRDBEOEI2ED
= g

e ARRAELI OO

_ﬂ%_—

TN OOT I

5egBBB:866F92F!|

Fivsnsmrarames _ e mmAAR.0frCoocs —

IGHFP2F9 . T 5Eggm1@
I66F22FA i =pg@Bbizf
IOODED2FL — e e Seaoent
I66F9382 =eqBBB:i
IBBE93P3 — - — ; Helnitializefpc =seqABBI{
I66F 9386 =eqBBB:i
I66F9388 =eqBBB:i
I6B6F93BA =eqBBB:i
IGAF 93 AL .. SenAAacf

(DUninstall w

S NPT,

Seg l]l]l] 866F9312
seqBBA:B66F9315



By OX77 ¢t "~ M A Tw 1 &k

SrvTransaction2DispatchTable A
yees e e
seqOea:868471B9 sub_B6B4T1BY proc near ; CODE XREF: start:loc_868470a17p

nnsha .
_Aver. HNENALC, SEESeTT T
RTR ‘ea%, ~elpedin]

ne esx; Teax+dCh] 7

-5 FEEC e SruliE sact et spa ko2 blal %3]
i

P s

S B LN 0 L O

g W A SrvTransactionNotImplemented v HIE YW
b T v MID v A

seqooo:B6BU7 140
BGBA7140 loc_86847140: H

—————————————————————————————————————————— -3 ony iR SFFa 7 thiy™,
Segdan 85847 144

; CODE XREF: Stal‘t*lﬁfj SPNAAA:EARAZ 14 1oc_86847144:
s start+7Fij ... NARA:BARLT 1NN

———COBP=H#REF :—tar t+9B 1

a Y I, H

= COPPXRPF: start+FATj
— Start+FET] ...

S I R B

___ : CODE XREF: start+241] 5P AHAE BARUT TS 0T

] SeqABRI8AgNTIcs noy cax. feaps

r_4], eax ) LR L ALY moy [esp+2Bh+ua
RN AR BARNTISE popa

eaxs ] 5 jmp old_SrvTransactionHotImplemented H ST TN Jjmp dword ptr [
e ANBBARMTAND

canARA-RARLTIAA

v b

A MID+0x10 w

A MID+0x20 b w

MID+0x30 ’

cTAu cETiD . I — - ras

e

=== - R S oo [AUR] SOU ZZ AR 5370 WL 03300 Len o
i -

TRasl e SHi T E e
1514 [TCP segment of a reassembled PDU]

1514 [TCP segment of a reassembled PDU]

..... 93 Trans2 Response<unknown>, Error: STATUS _NOT_TIMPLEMENTED
1514 [TCP segment of a reassembled PDU]
1514 [TCP segment of a reassembled PDU]

Process ID: 65279
User ID: 2048

1tinlex TN 66 ...
v T = z

Flags2: @xc@@7, Unicode Strings, Error Code Type, Security Signatures, Ex
Process 1D High: @

6620 oo e8| [EHEE oc @0 @0 10 @1 00 @0 2@ 00 ea o
90 87 z> 5. 99 00 08 Oc 00 42 00 00 10 le 80 @1
M ]

6o A An Al_an.no aa_ra FAn T




G Venuskye n

Qo

VenusEye n t HLF 3 n
Ne “h Y n Hp a a
Ne ~ L F 3  Ne A W w * v
(Y \ D A - L Ne ~ FF 3 Ne a ¥f3

Ty _ L TA

IR AT VY L ow Dp hz " Ta
é Hedwig Ne 1 aé Locky Dp Ne 1 ae
Ne lae 3 18 )

1 ae Sage20 I, H 1 aerFr Dp
H 1 a é Office Oday Ne 1 aeée 2016 Ne 1

MMF 3 n Ne v Y A

ENEHERELRSERBMAT

Venustyesramiit e ﬁj\ 1;)’1'. ;E ﬂD:

M 2
AT




